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'166(&�9HULÀFDWLRQ

� 6ROXWLRQ�%HQHÀWV
 •  Mitigate threats to the DNS by implementing  

ISC BIND support for DNSSEC
 •��3URWHFW�NH\V�LQ�7KDOHV�),36�������/HYHO���FHUWLÀHG�+60V
 •  Simplify key management operations with unique  

7KDOHV�6HFXULW\�:RUOG�DUFKLWHFWXUH
 •��5HGXFH�RYHUDOO�FRVW�RI�DGPLQLVWUDWLRQ��NH\�PDQDJHPHQW�

DQG�UHJXODWRU\�FRPSOLDQFH

THALES DELIVERS HIGH ASSURANCE SIGNING SOLUTION  
TO ENHANCE SECURITY FOR BIND

7KH�3UREOHP��7KUHDWV�WR�WKH�'16

   The Domain Name System (DNS) is a critical part of the 
infrastructure of the Internet. As a master address book, the 
'16�HQDEOHV�ZHE�VLWH��HPDLO��9R,3��ÀOH�WUDQVIHU�DQG�FORXG�
services to communicate through queries that share domain 
name information and IP addresses. The DNS however was not 
designed with security in mind and therefore can be vulnerable 
and subject to attack. Malicious individuals can alter a DNS query 
WR�HQJDJH�LQ�FDFKH�SRLVRQLQJ��SKLVKLQJ�RU�ZHE�VLWH�VSRRÀQJ��
where users or services are routed to an IP address that is 
impersonating a legitimate site. As enterprises and governments 
grow increasingly reliant on the Internet for communications, 
commerce, and critical IT services, these vulnerabilities pose a 
VLJQLÀFDQW�WKUHDW.

7KH�&KDOOHQJH��$GGUHVVLQJ�WKHVH�7KUHDWV�ZLWK�'166(&�

   Many domains are deploying DNS security extensions 
(DNSSEC) to address these threats. DNSSEC is a security 
standard that uses strong public key cryptography to protect 
the DNS core network service from attack. While implementing 
DNSSEC enhances security, it can bring challenges: secure key 
storage and key management. Standard DNS servers are not 
tamper-proof and managing DNSSEC keys can be complex, 
costly and time consuming. Security teams must manually 
generate, administer and validate the many DNSSEC keys 
required by an organization.
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7KDOHV�+60V��%HVW�LQ�FODVV�KDUGZDUH�IRU�KLJK�DVVXUDQFH� 
NH\�VHFXULW\
7KDOHV�+60V�DUH�FHUWLÀHG�WR�),36�������/HYHO���IRU�VWURQJ�VHFXULW\��
The hardened platform, including a model optimized for elliptic 
curve cryptography, enables organizations to:

• �6DIHJXDUG�DQG�PDQDJH�VHQVLWLYH�NH\V used for cryptographic 
operations for a wide range of applications 

•  3URWHFW�'166(&�GHSOR\PHQWV as well as other critical security 
systems including public key infrastructures (PKIs), identity 
management, databases, and code signing

•  6LPSOLI\�NH\�PDQDJHPHQW with Thales Security World key 
management architecture that automates burdensome and risk-
prone administrative tasks, guarantees key recovery and  
eliminates single points of failure and expensive, manually-
intensive backup processes

About ISC
,QWHUQHW�6\VWHPV�&RQVRUWLXP��,QF���,6&��LV�D�QRQ�SURÀW�����F�����
corporation dedicated to supporting the infrastructure of the universal 
connected self-organizing Internet. ISC software is open source.  
ISC’s widely-imitated Managed Open Source process ensures software 
quality while keeping it completely open and available. ISC operates 
high-reliability global networks of DNS root servers (F-root) and 
DXWKRULWDWLYH�'16�VHUYHUV�ERWK�IRU�QRQ�SURÀW�DQG�FRPPHUFLDO�HQWHUSULVHV��
ISC is actively involved in Internet protocol and standards development, 
particularly in the areas of DNSSEC and IPv6. ISC is supported by 
donations from generous sponsors, by program membership fees,  
DQG�E\�LQFUHDVLQJ�UHYHQXHV�IURP�IRU�SURÀW�VXEVLGLDULHV�
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Follow us on:

7KH�6ROXWLRQ��6LPSOLI\�NH\�PDQDJHPHQW�DQG�LPSURYH� 
'166(&�VHFXULW\�ZLWK�,6&�DQG�7KDOHV�
Internet Systems Consortium (ISC) and Thales e-Security have 
partnered to create an integrated DNSSEC solution for BIND, the 
open source software most widely used for providing DNS protocols 
for the Internet. BIND implements the full DNSSEC standard, 
addressing issues in the DNS protocol. For enhanced security, 
BIND is integrated with Thales nShield hardware security modules 
(HSMs). These high assurance HSMs prevent physical and electronic 
tampering, and offer the strongest protection for DNSSEC keys. 
Thales HSMs not only generate and protect DNSSEC keys, but 
also, through the market-leading Security World key management 
architecture, simplify and automate the complex tasks of managing 
these keys.

:K\�XVH�7KDOHV�+60V�ZLWK�%,1'�IRU�'166(&"�
While it is possible to deploy DNSSEC in purely software-based 
systems, HSMs deliver an enhanced level of protection, providing a 
proven and auditable way to protect valuable private signing keys. 
HSMs enable organizations to:

• 6HFXUH�NH\V within carefully designed cryptographic 
 boundaries, using robust access controls
• �(QIRUFH�VHSDUDWLRQ�RI�GXWLHV to ensure keys are used  

only by authorized entities
• �(QVXUH�DYDLODELOLW\ by using sophisticated key management, 

unlimited storage, secure backup and recovery, and built-in 
redundancy features to guarantee keys are accessible when needed

• �,PSURYH�SHUIRUPDQFH as DNS servers experience increased 
transaction volumes

$Q�LQWHJUDWLRQ�JXLGH�GHVFULELQJ�WHVWHG�FRQÀJXUDWLRQV�DQG�DVVRFLDWHG�
procedures to use ISC BIND with Thales HSMs is available here.
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