
April 19, 2023
Amsterdam, Washington DC

To: ITRE’s (shadow)rapporteurs on the Cyber Resilience Act

A plea for fairness for non-profit developers of open source software

Dear Members of the European Parliament,

We appreciate and applaud the goals of policy makers in both Europe and the United States to
focus greater attention on the relationship between the software supply chain and cybersecurity.
Our purpose today is to highlight an issue of ongoing concern to many of us who develop open
source software without a profit motive: how to apportion the proposed new regulatory and
liability burdens among the various economic actors engaging in software distribution in a
manner that is both fair and equitable. We write to you as two non-profit developers and
maintainers of some of the most well-known and widely adopted open source internet
infrastructure software, each without shareholders and recognized as charities in respectively
the Netherlands and the US.

Parties involved in this complex content-based ecosystem, which is unlike anything else in
industrial history, must be treated fairly - and be seen to be treated fairly - by policy makers.
Without a fair allocation of burden, policy makers risk destroying the very open development
and distribution system that enabled the creation and operation of the Internet they now seek to
protect. Fairness demands that "Responsibility must be placed on the stakeholders most
capable of taking action to prevent bad outcomes, not [..] on the open-source developer of a
component that is integrated into a commercial product." This quote, from the US Cyber
Security Strategy, is fully consistent with the NLF and the Blue Guide. In contrast, the CRA
moves away from the nuanced multifactor discussion of charitable activities in the Blue Guide
and places the burden unconditionally on non-profit developers like us, merely because we seek
to recover maintenance and development costs by providing charged-for technical support or
consultancy services to businesses that implement or operate our software.

We ask you not to undermine this funding model that has allowed us to distribute secure and
stable open source internet infrastructure software for decades without the intent to make a
profit and to consider the following amendment and justification.

Respectfully,
Internet Systems Consortium, Inc.
Stichting NLnet Labs


