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• RFC 8914: More Extended DNS Error codes supported
• RFC 9567: EDNS Report-Channel Option
• Zone template configuration
• Many DNSSEC signer improvements (more control, private algorithms, …)
• Several performance improvements
• Generalized DNS Notifications
• … and more

BIND 9.22 is on the verge 
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• RFC 9859
– NOTIFY(SOA) nudges a secondary to perform XFR (RFC 1996)

– NOTIFY(CDS) nudges a parent to update the DS

– NOTIFY(CSYNC) nudges a parent to update the NS and glue

– DSYNC record is used for discovering notification endpoints

test._dsync.example. IN DSYNC  CDS   NOTIFY 5359 cds-scan.example.
*._dsync.example.    IN DSYNC  CSYNC NOTIFY 5360 csync-scan.example.

Generalized DNS Notifications
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• Preliminary code changes: notify contexts, zone fetches
• Two new zone fetches:

– NS fetch (similar to looking up parental name servers for checkds)

– DSYNC fetch (construct child prefix + “_dsync” + parent suffix)

• A new notify context for CDS:
– A lot of code reuse from NOTIFY(SOA) context (address database, notify 

queuing, sending, receiving NOTIFY OK, ...)

Implementation details
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options {
    notify yes;         # explicit | primary-only | <boolean>
    notify-defer 0;     # <integer>
    notify-delay 5;     # <integer>
    notify-source *;    # <ipv4_address> | *
    notify-source-v6 *; # <ipv6_address> | *
    notify-to-soa no;   # <boolean>

    # allow-notify
    # also-notify

    # notify-rate
    # startup-notify-rate
};

Notify configuration
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options {
    notify yes;         # explicit | primary-only | <boolean>
    notify-defer 0;     # <integer>
    notify-delay 5;     # <integer>
    notify-source *;    # <ipv4_address> | *
    notify-source-v6 *; # <ipv6_address> | *
    notify-to-soa no;   # <boolean> SOA only

    # allow-notify – not supported for CDS
    # also-notify – not required, use DSYNC

    # notify-rate – global option
    # startup-notify-rate – global option
};

options {
    notify-cfg SOA {
        notify explicit;
        notify-defer 5;
        notify-delay 6;
        notify-source 198.51.100.1;
        notify-source-v6 3fff::1;
    }; 

    notify-cfg CDS {
        notify no;       # yes | no
        notify-defer 5;  # ignored
        notify-delay 6;  # ignored
        notify-source 198.51.100.2;
        notify-source-v6 3fff::2;
    }; 
};

Notify configuration
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• To summarize:
– New notify-cfg <RRtype> to configure NOTIFY RRtype context
– Not all notify configuration options can be generalized
– Notify rate is global configuration (for all zones)
– BIND 9 does not allow notifies other than SOA

● We expect a dedicated server to do this function
● Should it? We are open to adding this feature

Notify configuration
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• Not supported (yet)
• Very different than NOTIFY(CDS) because of automated signing and key 

rollovers
• Requires code changes on zone load, hooks on RRset updates.

– Major refactoring
– Also needed for better multi-provider/multi-signer support

What About NOTIFY(CSYNC)?
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Demo
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Demo
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“example” server

*._dsync.example. DSYNC CDS NOTIFY 35399 scanner.example.

scanner.example.  A     10.53.0.22

test.example.     NS    ns.test.example.

“test.example” server

- Automatically DNSSEC signed
- Publishes CDS + CDNSKEY records
- Sends NOTIFY(CDS) to scanner
- Performs checkds on “example”

scanner

- Listens to NOTIFY(CDS)
- Queries test.example CDS
- Updates example DS
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• Start of key rollover at “test.example”
• Publication of CDS and CDNSKEY records
• NOTIFY(CDS) to the scanner
• Query for CDS at “test.example”
• Dynamic update “example”, updating the “test.example” DS Rrset
• Check DS Rrset at the parent
• Removal of predecessor key 
• All without manual intervention

Demo
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References
• Main website: https://www.isc.org
• Software downloads: https://www.isc.org/download
• Presentations: https://www.isc.org/presentations
• GitLab: https://gitlab.isc.org
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