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Internet Systems Consortium, Inc. 
Open source developer of BIND 9, ISC DHCP and Kea DHCP

(NOT ISC2)
https://www.isc.org

https://www.isc.org/




Government experts are here to 
help …
• NIST Secure Software Development Framework (SSDF) 
• EO14028 – Securing Critical Software
• NTIA Software BOM requirements
• CISA Secure by Design Pledge
• EU Cyber Resilience Act 
• White House EO on Zero Trust (encryption for DNS and 

HTTP)

https://csrc.nist.gov/Projects/ssdf
https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/securing-critical-software
https://www.ntia.gov/page/software-bill-materials
https://www.cisa.gov/securebydesign
https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act
https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf


How do YOU assess OSS quality?

• We created a survey, and sent it to:
• RIPE OSS working group
• DNS-Ops IETF mailing list
• Posted on ISC’s social media
• We got 71 responses



Survey
https://ec.europa.eu/eusurvey/publication/

RIPE88OpenSourceWGSurvey
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A DNS server – example OSS project
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https://gitlab.isc.org/isc-projects/bind9



BIND 9 key quality processes
l Development process (commit requirements, 

coding standards, peer review)
l Test suite, test coverage, automated tools
l Ad-hoc and performance testing (real data)
l Investigation of all reported security issues (very 

time-consuming)
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Continuous integration
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BIND 9 Release process
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What makes a project trustworthy?



Self-imposed policies
l Coding & review procedures
l OpenSSF software quality badge

l Lots of specific quality process requirements, many 
reflected in the new government requirements

l ISC software defect and security vulnerability disclosure
l ISC CVSS scoring guidelines
l A lot of invisible work, but well-aligned with BCP
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https://gitlab.isc.org/isc-projects/bind9/-/blob/main/doc/dev/dev.md
https://www.bestpractices.dev/en/projects/299
https://kb.isc.org/docs/aa-00861
https://kb.isc.org/docs/isc-cvss-scoring-guidelines


BIND9 practices vs. survey
Our 
priority

Survey 
priority

CI & automated tests #1 # 14

code reviews & standards #1 # 13

Documentation #? # 1
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Conclusion

• Are users, or the experts, wrong?
• Are users assessing results, whereas experts are focused 

on processes?
• Is all the preoccupation with software security missing a 

more fundamental problem?
• Is this some kind of learned helplessness on the part of 

users, who may just be overwhelmed?
• Or …. 



Thank you
https://www.isc.org

vicky@isc.org

https://www.isc.org/

