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Rationale

Q)

Lesley Carhart @hacks4pancakes - 9

You know what really pickles my beets? When infosec people reply to a
tweet about something in security being overly complex for end users with
something like:

"Oh, but it's no problem. They should just:

-> Complex technical install

-> Workaround from Github

-> 14-step process.."

ﬂ Zeke Cao @Zeke Ca
e JE

How to draw a horse:

Step one: draw an oval.
Step two: draw the rest of the horse.

| think most people forgot where they came from and don't want to spend
the time helping others climb up the same ladder they once had to build
steps to. It's across all industries unfortunately
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Caveat Utilitor

Q)

* The commands provided here are "generic UNIX"

e "Generic UNIX" does not mean "exactly the same
across all platforms”

e Specifically, options are often different between
versions - read the man pages!

* The sample output in this presentation is based on a
mixture of CentOS and Raspbian
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@@ Caveat Utilitor
e All of the commands used in this slide deck can be used

to assist in the debugging of ANY service running on a
UNIX host.

e Where samples use "named", you may use "kea" or
"dhepd" instead

e Similarly "kea" can be replaced by whatever you are
poking at
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@@ When all else falils...

* Manual pages are your friend
e "RTFM"
 Read The Friendly Manual (Page)
e Command(s):

¢ man
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Manual pager utils

man - an interface to the on-line reference manuals

SYNOPSIS
' man [-C file] [-d] [-D] [--warnings[=warnings]] [-R encoding] [-L lo-
cale] [-m system[,...]] [-M path] [-S 1list] [-e extension] [-1]-I]

[--regex|--wildcard] [-—-names-only] [-a] [-u] [--no-subpages] [-P
pager] [-r prompt] [-7] [-E encoding] [--no-hyphenation] [--no-justifi-
cation] [-p string] [-t] [-T[device]] [-H[browser]] [-X[dpi]] [-Z]
[[section] page[.section] ...]

man -k [apropos options] regexp

man -K [-w|-W] [-S 1list] [-1]|-I] [--regex] [section] term ...

man -f [whatis options] page

man -1 [-C file] [-d] [-D] [--warnings[=warnings]] [-R encoding] [-L
locale] [-P pager] [-r prompt] [-7] [-E encoding] [-p string] [-t]
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7 man (1)

e Sections in the manual:

Executable programs or shell commands

System calls (functions provided by the kernel)
Library calls (functions within program libraries)
Special files (usually found in /dev)

File formats and conventions eg /etc/passwd

Games

Miscellaneous (including macro packages and conventions), e.g.
man (7) , groff(7)
System administration commands (usually only for root)
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Where is i1t?

Q)

 Wandering our way around the filesystem

e Command(s):
® locate
® and a side helping of grep and more/less
e find

e which
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locate(1l)

Q)

® locate

* Locates files quickly based on a database that is rebuilt
"off-hours”

* May be out-of-date, but is much faster and less
resource intensive than £ind.

e locate may not be installed by default

e |ook for the mlocate package
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grep (1)

Q)

¢ grep

e Global regular expression print

* finds a pattern in files and displays the lines containing
the pattern

e can also negate the search

e prints lines that do NOT contain the pattern
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@@ more (1) /less (1)

® more / less

* Pages the output of a command so that the output can
be digested by a human

e (Can read from standard input

e (Often used at the end of a series of commands
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@@ locate(1l)

[aclegg@centos ~]$ locate kea | more

A
C
[aclegg@centos ~]$ locate kea | grep -v aclegg | more
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find (1)

Q)

® find

e Locates files in the filesystem

e Starts searching from a given location and proceeds
downwards

* Does not rely on a database that may be out-of-date

e More resource intense than "locate"
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‘ [aclegg@centos ~]$ pwd

- [aclegglcentos ~]$ find . -name '*conf'

[aclegg@centos ~]8$
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which (1)

® which

* When you execute a command, which one runs?

* [aclegg@centos ~]$ locate bin/passwd

[aclegg@centos ~]$ which passwd

' [aclegg@centos ~]$ which passewd

. [aclegg@centos ~]$
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70(Q)  Whatis it doing?

e How can we figure out the status of processes running on
our server?

e Command(s):
o Ps
® top

® glances
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ps (1)

Ops

e Display process status including process-id, runtime
and more.

" [root@centos keal# ps -ef | grep kea

[root@centos keal#
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top (1)

Q)

e Shows the processes that are using the most resources
on your system

e Also displays system status
e cpu % in use, memory in use, swap in use

* curses based - updates on an ascii display
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top - 11:10:19 up 56 min,
“ Tasks: 95 total,
%Cpu(s): 0.0 us,
L KiB Mem : 1014956
KiB Swap: 839676

6.2 sy,
total,
total,
PID USER
root
root 20
root 20
root 0]
root 20
root rt
root 20
root 20
root 0]
root rt
root
root
root
root
root
root
root

PR NI
20 0
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1 running,
0.0 ni,
442204 free,
839676 free,

VIRT
128004

F O OO0 OO0 000000000 OO0

2 users,

RES
6516

0O 0000000000000 OO

load average:
94 sleeping,
93.8 id,

0.0 wa,

140648 used,
0 used.

SHR
4120

O OO0 00000000000 OO0

N nNnNunhnnonun o~ohnun non nn onon N n

oe

NeNeoNeoNoNoNoNolNoNoNelNoNolNoNolNoNolNaolN@]

)

eNeoNeoNeoNeoNoNoNoNoNolNoNeolNoNolNoNolNoNa

oe

OOOOOOOOOOOOOOOOOE

o

0.00,
0 stopped,

0.0

1,

0.05

0 zombie

0.0 hi,
432104 buff/cache
686676 avail Mem

O OO0 0000000000000 O

0.0 si,

TIME+

:02

:00.
:00.
:00.
:00.
:00.
:00.
:01.
:00.
:00.
:00.
:00.
:00.
:00.
:00.
:00.
:00.

.25
00
82
00
00
00
00
12
00
03
00
00
00
o]0
o]0
00
00

0.0 st

COMMAND
systemd
kthreadd
ksoftirqd/0
kworker/0:0H
kworker/u2:0
migration/0
rcu bh
rcu_sched
lru-add-dra+
watchdog/0
kdevtmpfs
netns
khungtaskd
writeback
kintegrityd
bioset
bioset




glances (1)

Q)

e top on steroids

e |n addition to top information, glances provides:

¢ Network utilization
e Disk I/O
e Disk capacity

e Written in Python, much "heavier" than top
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glances (1)

Uptime: 1:10:00
MEM 23.0% SWAP 0.0% LOAD l-core
total: 991M total: 820M 1l min: 0.00
used: 228M used: 0 5 min: 0.01
free: 763M free: 820M 15 min: 0.05
TASKS 102 (119 thr), 2 run, 100 slp, 0 oth

C

U%

MEM

oo

PID USER NI
2187 root 0]
2186 root 0]
2184 root 0]

45 root -20
1114 root (0]
2043 aclegg 0

410 root -20

405 root -20
1394 root 0]
1398 aclegg 0

3 root 0]

Command

glances /bin/glanc
kea-dhcp6 -c kea-d
kea-ctrl-agent -c
kpsmoused

tuned -Es /usr/sbi
bash
xfs-reclaim/dm-
xfs mru cache

sshd aclegg [priv]
sshd aclegglpts/O0,
ksoftirqd/0

f DISK I/0

“ dm-0
dm-1
sdal
sda2

' sr0

FILE SYS Used
/ 5.28G
. /boot 162M

P

2.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.

OO OO0 000000V
OO0 O0OO0OO0OO0ORrRrROOOHR
OWOHNOONMNNNJOOoOLOV WL
nNnnnnunonnunmnmmno®gn

2019-09-24 11:23:56 No warning or critical alert detected
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@@ Who is it doing it to?

e Figure out what our server(s) are doing to the network
® netstat
® ifconfig

Oj_p
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netstat(1l)

Q)

e netstat provides the ability to see:

* network connections
e network routing tables
* listening processes

e netstat may not be installed by default
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@@ netstat(1l)

- aclegg@boat-gw:~ $ sudo netstat -ltnp

' aclegg@boat-gw:~ $
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@@ netstat(1l)

aclegg@boat-gw:~ $ netstat -r
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Q)

e ifconfigis the old-school way to look at network
interface configuration.

ifconfig(1l)

e |P addresses - v4 and v6
e hardware (MAC) address
e RX and TX packet & error counts

e ifconfig may not be installed by default :-(
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7= @ ifconfig (1)

aclegg@boat-gw:~ $ ifconfig
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ip(1)

Q)

e ip is the new way to look at network interface
configuration, routing tables, arp tables and tunnels.

* |P addresses - v4 and v6
e hardware (MAC) address
e routing tables

e arp tables
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aclegg@boat-gw:~ $ ip address
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aclegg@boat-gw:~ $ ip route

' aclegg@boat-gw:~ $ ip neigh
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And then?

Q)

® systemd

* A different mechanism for starting, stopping and
monitoring processes that start "at boot"

e Everything changes
e Startup log files are swallowed

e start/stop is controlled by systemd
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7 systemd (1)

[root@centos aclegg]# systemctl enable named.service

.\ [root@centos aclegg]# systemctl start named.service
[root@centos acleggl# systemctl status named.service
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. [root@Rcentos acleggl# cat /usr/lib/systemd/system/named.service

. [root@centos aclegg]#
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@@ systemd (1)

" [rootRcentos etc]l# locate /named | grep named\$

" /opt/BIND9/sbin/named

/usr/local/sbin/named
. /usr/sbin/named

[root@centos etc]# which named

| [rootRcentos etcl#
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@@ systemd (1)

" [root@centos etc]# named -V

| [rootRcentos etcl#
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@@ systemd (1)

" [root@centos etc]# /usr/local/sbin/named -V

[root@centos etcl#
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systemd (1)

e While not the fault of systemd, using a packaged

version of BIND (or Kea) and then installing your own
version from source may lead to issues

i [root@centos etc]# ps -ef | grep named

[root@centos etcl#
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@@ ISC Daemon Specifics

* When looking for your configuration, read the
configuration!

e Kea: look for; kea-<daemon>.conf

' [aclegg@centos keal$ 1s

i [aclegg@centos keal$
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@ ISC Daemon Specifics

* When looking for your configuration, read the
configuration!

e BIND: look for: named. conf

: [root@centos ~]# locate named.conf | grep conf\$ | grep -v aclegg

| [rootQcentos ~]#
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@@ ISC Daemon Specifics

" [root@centos etc]l# 1ls -al named¥*

[rootRcentos etc]#
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@@ ISC Daemon Specifics

[root@centos etc]# more named.conf
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Moving forward..

Q)

e A (very) short list of commands has been presented that
you should be familiar with.

* There are a countably infinite number of other
commands to learn and use

e Go forth! Learn UNIX!
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Questions?
Comments? ‘I
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https://www.isc.orqg
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